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On the Search for Differential Characteristics In these notes, we introduce basic notions from differ-
ential cryptanalysis and discuss a new idea for a hybrid adiabatic-gatebased quantum algorithm for finding
highly probable differential characteristics, as well as a counterexample for the existence of high probability
differential characteristics with the Rijndael S-Box. Let m,n € N>; throughout.

1 Differential Characteristics and the Boomerang Attack The main technique of differential crypt-
analysis is to study the differences of texts across functions. This is formalized using differential character-
istics.

Definition 1 (Differential Characteristics [1, p. 116]). Let f: {0,1}" — {0,1}",« € {0,1}",5 € {0,1}™,p €
[0,1]. The quadruple (o, f, 8,p) is called a differential characteristic of f, if

W z,yeF{)g,l}vn<f(x) ©flyy=PBlzdy=a)=p

holds. We also denote the quadruple by « —>£ 5.

Since the addition of bitstrings is defined as taking the GF(2) addition componentwise and one bit can have
only two states, a differential characteristic precisely states the possible changes of differences of a pair of
texts. This is illustrated in Figure 1.
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FIGURE 1. Representation of the differential behaviour of a function f on a byte, i.e. with
n =m = 8. In each drawing of the byte strings, the most significant byte is on top. Since
z and y are chosen with = @ y = «, this diagram occurs with probability p.

Using differential characteristics, one can formulate the following general strategy for attacking a general
cipher, when neither a chosen plaintext nor chosen ciphertext attack are possible.

Algorithm 1 GENERAL DIFFERENTIAL ATTACK USING CHARACTERISTICS

Require: A function E: {0,1}" x {0,1}* — {0,1}", k € N>1, with a known characteristic « —>f("k) B to
an unknown key & and p > 0.
Ensure: A candidate for k.
1: Choose pairs (21,91), -, (Tnys Yn, ) € {0,1}?", ny € N>y, with z; ®y; = aVi € [1,n]y.
2: Choose keys k1, ...,kn, € {0,1}*, ny € N>, and count ey, == |{(z;,v;) | E(z;,k:) & E(y;, k;) = B} for
each i € [1,ng]y.
3: return kg, where d := argmax;c(q,n,]y €k, -

o1

This attack relies on replicating the differential behavior of E(-, k) wrt. « %E (k) B3 as close as possible, it

is very loosely formulated and the effectiveness depends on how the choice of the key affects the differential

behavior of the cipher as well.

A different approach is to build more sophisticated structures of multiple characteristics, such as quartets,

which are differential structures of four texts, not just pairs. In the following, we shall demonstrate the
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boomerang attack, following [1, pp. 162-164]. Suppose a cipher F = Ej o Ey: {0,1}™ — {0,1}"™ of invertible
functions Ey, Fy: {0,1}" — {0,1}" is given. We do not directly consider the key here. Denote Dy = FEy!
and Dy = Ej 1. Suppose we have the characteristics

(2) a%,@,’y[—)ié,ﬁ%a
P q P’

where p = p’ may not necessarily hold by definition. The chosen plaintext-ciphertext attack is then performed
the following way, following along Figure 2:

Choose mg € {0,1}™ and set m; = mg @ a.
2. Encrypt mg and m to obtain ciphertexts ¢y and ¢y, store ug and uy. Set co == co ® 7y and c3 == c1 D 7.
3. Compute ug, u3. We have Pr(@f’zo u; =0) > ¢°.
4. Since ug @ uy = [ with probability p, we have Pr(us ® uz = ) > pq?, giving Pr(ms ® mz = a) =
Pr(@;_ymi = 0) > pp'q®.

a, > pp'¢?

0,q -~ D
9 1
E() //
. C2 , e C3
’ ))j) ’
U == - == 5l-mm oo - u1 e
—_ 7’ —_ 7z
’ ’
’7 ’ El ’
E R Y
4 4
’ ’
4 4
Co C1

FIGURE 2. The general Boomerang attack.

The condition @?:0 m; can then be used for attacking the key, see [2, pp. 161-162] for an example. The
crucial condition for success here is whether pp’q? >> 0.

The boomerang attack can be improved to only a chosen ciphertext attack with more available plaintexts,
yielding the amplified boomerang and rectangle attacks [1, pp. 164-165]. The main conclusion to draw from
this section is, that highly probable differential characteristics are crucial for successful attacks by differential
cryptanalysis, as directly shown e.g. in the cryptanalysis of COCONUT98, where a precise analysis of the
Feistel block cipher structure yielded a characteristic of probability ~ 1/1900 using texts with single one-
entries each, breaking the cipher [2, pp. 160-161]. Furthermore, for some current research on quantum
boomerang attacks, see [3, 4].

2 A Hybrid Adiabatic-Gatebased Quantum Attack Suppose a function f: {0,1}" — {0,1}™ is
given and our objective is to find one of the highest probable characteristic of it. Denote the oracles

3) Us: CN = €V |(z,9)) 2) = |(z,9) |2 @ (z ® y))
(4) Usorxo: CHNTM — CNHM |(2,y, 2)) |a) = |(2,y,2)) la ® (f(2) @ f(y)))
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Then one may execute the following computations:

n+m) H®?"QE 1 n+m 1 n+m
(5)  [o)FEt BRGS0 ST ) ) [0 = 5 Y e) @) o)
z,ye{0,1}" a,ze{0,1}"
(Usarx0)Us®EnM) 1
(6) o i Yo ) z@a)|e)|f(z) o flaoa)
a,ze{0,1}™

(7) HEY 3 j2) [z @ a) | [a) |8)

(o,8)€{0,1}m+™ \ze{0,1}", f(z)®f(zda)=8

Our objective is to find a difference pair (o, 8) with the highest number of pairs (z,2 @ «) which admit
to the associated characteristic. That corresponds to the highest probable result when measuring wrt. the
observable {span({|z) |y) |a)|8) | z,y € {0,1}"}) | (a, B) € {0,1}"T™}, so the task may be reduced to the
problem of finding the highest amplitude of a given state.

Consider the simplest case: A state |¢) = Z;VZ_OI o |7) is given and we want to find argmax;c o1y [a;[*
Our proposal is to use the following adiabatic quantum algorithm. We can observe

N-1
(8) o)l = D las|* [5)]
§=0
Thus
N-1
(9) Hy=Ex—[¢)o] = Y (L—la;P) 561 = > ] li)s|
J=0 ,jE[(i);éJ\jf_—l]N

We are aiming at a spectrum {1 — |o;|? | j € {0,1}"}, hoping to find it here, and thus the problem reduces
to find the ground state of the Hamiltonian H;. We recall the necessary tools for such an adiabatic quantum
algorithm: A proper initial Hamiltonian Hy, an appropriate schedule A and possibly a catalyst Hamiltonian
A. Furthermore, one needs to find out how exactly to apply this algorithm to the problem from above, since
there are still the first two registers in the state, so an observable encoding function x needs to be given to
the algorithm in an appropriate form. Also, of course, the analysis wrt. the rigorous adiabatic theorem must
be performed.

Returning to the problem of finding characteristics, our hybrid adiabatic-gatebased quantum algorithm,
in the end, would need to measure wrt. the canonical basis to get the highest probable characteristic
differences and then perform amplitude estimation with runtime e.g. O(v/N) [5, pp. 19-20] to approximate
its probability, assuming the knowledge of it is needed.

3 The Rijndael S-Box Differential Property A counterexample to the existence of high probability
characteristics for any function is the Rijndael S-Box. Recall the following concepts from the Rijndael
algorithm: The factor ring F' := GF(2)[z]/(2® + 2* + 23 + 2 + 1) [6, pp. 10-11] is a field [7, pp. 313-314],
which is bijective to GF(2)® via the uniqueness of polynomial division in a polynomial ring over a field. Thus,
we may represent a byte using such a polynomial via the canonical isomorphism of the additive groups. For
the description of the Rijndael S-Box following [6, pp. 15-16], we now define the following patched inverse
and affine linear transformation
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from which the S-Box is then defined as
(11) S:F— Fxw— (Lou)(z)+va

With @ we shall denote the additive operation of GF(2)®, with + the additive operation of F. The theorem
of interest is now the following.

Theorem 1 (AES S-Box Differential Property [8, pp. 62-63]). Let o, 8 € F'\ {0} = F* be arbitrary and
loose. The following two statements hold.

(i) S possesses the following characteristics:

(12) 050,030,038
(ii) The characteristic « %5 3 has probability p € {0,277,276}.
Proof. (i) Let x € F be loose. We consider the equation

(13) SE)eSr®a)=LF~(z)Buz®a)=L"1(8) =7

For a = 8 =0, this reads

(14) vz)®u(z) =0

which holds for all z € F. For a # 0,8 = 0, we have

(15) ()@ (z®a) =0~ 1(z) = 1z ® a)

0 = 0 would imply o = 0, which is wrong 4. 2 = 0 or = « is also not possible. 27! = (z © a)~! gives
« = 0, which is also false. For o =0, # 0, we get

(16) 0=7

which is false, as ker(L™1) = {0}.

(if) We continue using Equation (13). We first consider the case z(x @ o) = 0. Wlog. we consider z = 0, as
the case z = « is dual. We thus have o = 371, so we may consider the probability p of the characteristic
a —5 L(a™!). The condition gives

(17) (z) @z da)=a?
x = 0 and z = « suffice the condition. Else we have
(18) (o) t=2'0a '~ 0ar®a® =0~ (z/a)’©2/a®1=0

Substituting & := x/a, we reduce this problem to 22 @ 2@ 1 = 0 over F. This has either no or two solutions,
totalling two to four, giving the claim.
Now we look at the case z(x @ a) # 0. There we have

(19) ' a@da) =~ Bardaf T =0

Rewriting the equation as (z/a)? @/ a@ﬁ_l /o, we may use a quantum algorithm for determining a solution
of an equation of form 2 ® z ® d = 0 [8, pp. 64-65]. The details shall be omitted here. This yields two
solutions.

|

Theorem 1 (ii) gives, that the Rijndael S-Box has characteristics of comparatively low probability for non-
trivial characteristics, even though 277 and 279 are still high enough complexities for cryptanalysis by
computer, omitting at this point that the S-Box on its own is invertible, of course. The more important
question that arises is how this can be used for the cryptanalysis of AES, which is considered as secure
against differential cryptanalysis, and how this fact is connected with the rest of the algorithm. For more
information see [8].
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